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Lecture 2 - Ethereum and Smart Contracts

Instructed By:
Dr. Charnon Pattiyanon

Artificial Intelligence and Computer
Engineering (AICE) Program




Today’s Outline

In today’s lecture, we will explore and learn about:
= | imitations and Difficulties of Bitcoin’s Blockchain.
= \WWhat are Ethereum and Smart Contracts?

= Background on Smart Contract Development
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Limitations and Difficulties of Bitcoin’s Blockchain

In bitcoin, consensus in a network is met by the mining mechanism without the need for a trusted third party or

an authority.

However, consensus in Bitcoin is limited to simple transactions, e.g., money transfers.

Simple Transaction

Sender: 12JZKO92faRoKmCsm2mKciHzH8HOHoWcVY
Receiver: 1MpszbFLF2vRnGzJBLIEj9qB0QfdS94XRVo
Amount: 0.0000000013 BTC

Signature: 2d61c9dae0711225b5ae82d24013fa74f6d6a...

Blockchain Storage
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Limitations and Difficulties of Bitcoin’s Blockchain

In bitcoin, consensus in a network is met by the mining mechanism without the need for a trusted third party or

an authority.

However, consensus in Bitcoin is limited to simple transactions, e.g., money transfers.

More complicated rules such as conditional money transfer or online voting cannot be implemented with

Bitcoin’s transactions.

Ethereum is another decentralized financial blockchain like Bitcoin, but they have many more features.

(Bitcoin=BTC, Ethereum=ETH)

They develops the idea of complicated rule further to allow consensus on code.
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Bitcoin Transactions

Decentralized Consensus
“Blockchain”

.
’

Account Balances

Alice: B10

CMKL University

Bob:
Carol:

B15
B120
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Bitcoin As A State Transition System

Bitcoin As A State Transition System

State i State'

Sig:
14c¢5f8ba:0 ‘ 7b53ab84:1 7b53ab84:1 14¢5f8ba:0 | | 892bb91f:0
3ce6f712:2 | | 892bb911:0 3ce6f712:2 4ad59065:0| Ibb75a980:0

4ad59065:0 Create: bb75a980:1) | bb75a2980:2
bb75a980:0) |bb75a980:1] {bb752980:2
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Ethereum and Smart Contracts

Decentralized Consensus
“Blockchain”

Contracts

Storage

Smart Contracts are user-defined programs running on top of a blockchain.
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Ethereum As A State Transition System

contract.storage

CMKL University

State

14c5f8ba:
- 1024 eth

bb752980:
- 5202 eth

If \contract storageitx.datal0])
contract storage[tx.data[0]] = tx.datafl]

([0, 235235, 0, ALICE ....

892bf92f:
-0 eth

send(tx.value / 3, comract.storage(0))
send(tx.value / 3, contract storage[1])
send(tx.value / 3, contract.storage(2))

[ALICE, BOB, CHARLIE ]

4096ad65:
- 77 eth

Transaction

From:
14c¢5f88a
To:

bb752980
Value:
10 ;

Da;a: tx.datal0]

CHARLIE tx.data[1]
Sig:

30452fdedb3d

f7959f2ceb8al
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State'

14c5f8ba:
- 1014 eth

bb75a980:
- 5212 eth

If 'comtract storage[tx.data[0)):
contract. storage[tx.datal0]] = tx.data[l)

(0, 235235, |CHARLIE] ALICE ..

892bf92f:
-0 eth

senditx, value / 3, contract.storage(0])
send{tx.value / 3, contract.storage[1))
send(tx. value / 3, contract.storage(2))

[ALICE, BOB, CHARLIE ]

4096ad65:
- 77 eth




Comparison Between Bitcoin and Ethereum

Technical Features Bitcoin Ethereum

* Cryptography and Timestamped Logs Yes

Cryptographic Hash Function Yes

Timestamped Append-Only Logs Yes
Block Header and Merkle Tree Yes

Asymmetric Key Cryptography and Digital Signatures Yes

Addresses Yes

* Decentralized Network Consensus Yes

o Proof of Work Yes

o Native Currency Yes

o Network Yes

* Transaction Script and Unspent Transaction Output (UTXO) No

o Transaction Inputs and Outputs State Transitions

o UTXO Set Account Based

o Script Language 7 Languages
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Comparison Between Bitcoin and Ethereum

Bitcoin

Ethereum

Founder

Satoshi Nakamoto

Vatalik Buterin

Genesis

January 2009

July 2015

Code

Non Turing (Script)

Turing Complete (Solidity, Serpent, Lisp Like Language, or Mutan)

Ledger

UTXO - Transactions

State — Account Based

Merkle Tree

Transactions

Transactions, State, Storage, Receipts (with Nonces)

Block Time

10 Minutes

14 Seconds

Consensus

Proof of Work

Proof of Work

Hash Function

SHA 256

ETHash

Currency

BTC

ETH

Mining

ASIC

GPU

Hash Rate

54 Exahash/second

260 Terahash/second

Pre-Sale

None

ICO and Prerelease of 72 Million ETH

Reward

CMKL University

12.5 BTC/Block

3 ETH/Block
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Abstraction of Ethereum Blockchain

updated log updated
world messages world
State State
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Smart Contract Development: Solidity and EVM

pragma solidity "0.5.0

o O contract MyRegistry {
Solidity Program e
. mapping (string => address) public registry;
High Level Language

function registerDomain (string memory domain) public
{ //Can only reserve new unregistered domain name
require(registry[domain] == address(0));

//Update the owner of this domain
registry[domain] = msg.sender;

}
}

REVERT JUMPDEST POP PUSH2 0x303 DUP1 PUSH2

Ethereum Virtual Machine PUSH1 0x4 CALLDATASIZE LT PUSH2 ©x78 JUMPI

9x1000000000000000000000000000000000000000

(EVM) Program 9x7D JUMPI DUP1 PUSH4 ©x1DO8O6AE EQ PUSH2

PUSH2 ©xDD JUMPI DUP1 PUSH4 0xD3642A88 EQ
Low Level Bytecode JUP1 REVERT JUMPDEST PUSH2 0x85 PUSH2 0x18

DUP1 REVERT JUMPDEST POP PUSH2 ©x9C PUSH2
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Gas in Ethereum

Gas in Ethereum is like an operation fee for executing smart contracts.

More complicated transactions consume more gas, so they cost more.

Ethereum Average Gas Limit Chart

Source: Etherscan.io
Click and drag in the plot area to zoom in

Zoom 1lm 6m ly Al Jul 30, 2015 — Oct 13, 2024
35M

Friday, October 11, 2024
[ 30,000,151 ]

m Etherscan

Average Gas Limit

CMKL University SEC-205: Distributed Ledger and Blockchain




Every instruction costs a fixed amount of gas

A counter of gas used is tracked when executing the transaction through smart contracts.

000
pragma solidity 70.5.0
contract MyRegistry {
mapping (string => address) public registry;
function registerDomain (string memory domain) public {
//Can only reserve new unregistered domain name

require(registry[domain] == address(0));

//Update the owner of this domain
registry[domain] = msg.sender;

Remaining Gas: g1y
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Every instruction costs a fixed amount of gas

A counter of gas used is tracked when executing the transaction through smart contracts.

pragma solidity 70.5.0
contract MyRegistry {
mapping (string => address) public registry;
function registerDomain (string memory domain) public {

//Can only reserve new unregistered domain name
require(registry[domain] == address(0));

b

//Update the owner of this domain
registry[domain] = msg.sender;

Remaining Gas: ool
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Gas Limits and Refunds

Each transaction specifies a gas limit and a price for the gas, in unit of ETHer.
ETHer value to pay for the gas must be reserved up front.

At the end of contract execution, unused gas is refunded.
Transaction:

Gas Limit: 4500 gas - @
Gas Price: 15.0e-6 per gas Contract

= placeBid
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What Happens When Gas Runs Out?

An exception is thrown

Any changes made to storage variables, any account transfers, are to their state before this method

call.

You are the gas fee for every instruction leading up to the exception.
Like other exceptions, it can be by a handler function

Methods can be invoked with just a portion of available gas

“With the use of gas in Ethereum, it gives a good reason to optimize your smart contract code!”
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Summary of Today’s Lecture

Upon successful of today’s lecture, we have learned about:

State

bb75a980:
- 5202 eth

if 'contract storage{tx.data[0]) To:
contract. storage[tx.data[0]] = tx.data[1] bb75a980

[0, 235235, 0, ALICE ...

Transaction

From:
14c5f88a

892bf92f:
-0 eth 2

.
send(tx.value / 3. contract.storage(0]) CHARLIE
send(tx.value / 3, contract.storage(1]) Sig'

send(tx.value / 3, contract.storage(2)) 30452fdedb3d
e
[ALICE, BOB, CHARLIE ] £7959f2ceb8al

4096ad65:
-77 eth

CMKL University

1
State
-1014 eth

bb75a980:

- 5212 eth

if tcontract storage(tx.data[0)):
contract.storage(tx.datal0]] = tx.data[l)

[0, 235235, CHARLIE, ALICE ..

892bf92f:
-0 eth

send(tx.value / 3, contract.storage(0])
send{tx.value / 3, contract.storage[1])
send(tx.value / 3, contract.storage(2])

[ALICE, BOB, CHARLIE ]

4096ad65:
- 77 eth
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Solidity Program
High Level Language

Ethereum Virtual
Machine (EVM) Program

Low Level Bytecode




End of the Lecture

Please do not hesitate to ask any questions to free your curiosity,

If you have any further questions after the class, please contact me via email (charnon@cmkl.ac.th).
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